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Privacy via scope,
mobility via extrusion
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{emp} x:=new (0) {x~ 0}
(P} x= new (0) (p x> 0)

Resources, locality, framing
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new x.new y.P
= new y.P{c/x}
— Ple/xiicly}

= track channel allocation

new x.xd.P
= cd.P{c/x}
= Ple/x)

= track channel privacy



0 € L = CHANNEL — {pub, pri}
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Resources for m-calculus
0 € ¥ = CHANNEL — {pub, pri}

Action semantics: (af) : X - X ]

(e = o

PN
<
o)

p——
q

I1>

{O'[CH pri] c¢¢dom(o)

L otherwise

1 is “impossible”, T is “impermissible”



Action semantics: (a) : ¥ - X

T {c,d} ¢ dom(o)
(c!d)o = {o[d~ pub] o(c) = pub

1 otherwise

T c ¢ dom(o)
(c?d)o = {o[d~ pub] o(c) = pub, o(d) * pri

L otherwise



Action trace semantics [Brookes 2002]

[y (a)o =o' [y (a)o=T

P7O-g>P,70J P,O'io,O'

(no transition for 1)

In the paper: 7, v steps hidden
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new x.new y.P, %)

new y.P{c/x}, [c~ pri]



new x.new y.P, %)
vc

—> new y.P{c/x}, [c~ pri]
new x.xd.P, %)
= cd.P{c/x}, [cr pri]

cl



A resource analysis of the m-calculus

v" Reconciles allocation, extrusion
via simple resource model

v Simple new operational semantics
- Simple, fully abstract denotational model—the
payoff
- Sketches of a logic, alternative resource models
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Behavior, operationally (safety only)

O[P] : BEHAVIOR 2 ¥ — 2TrRAcE
t
O[P]o = {t: P,a—c>*}

Goal: compositional, denotational semantics
[P] : ENVIRONMENT — BEHAVIOR

Note: BEHAVIOR is a complete lattice



(a > B) :  BEHAVIOR

(a > B)(o) = {at:(a)o=0', te B(c')}
o {F: fado=T)
u {e}



[ee’.P]” =
pelpe >
Pl*



>

[ee’.P]’
[e(x).P]”

pelpe > [P]”
Llepe?c > [P)Pe

>



>

[ee’.P]’
[e(x).P]”

[new x.P]”

pelpe > [P]”
Llepe?c > [P)Pe
Leve > [P)Pe

>

>



[ee’.P]’
[e(x).P]”

[new x.P]”

[rec X.P]”
[X])°

> 1>

>

>

>

pelpe > [P]”
Llepe?c > [P)Pe
Leve > [P)Pe

uB. [P]P B
p(X)



[ee.P]” = pelpe > [P
[e(x).P]” = L pe?c > [P]°
ew PP & Love b [A

[rec X.P}” = uB. [[p]]ﬂ[XHB]
X" = p(X)

[AQ)” = 17" 1 [A”






X pri

new x. (x(y).P | )_(C.QS
—_——
x pub x pub



a(x): pri

newx.r( x(y).P | xc.Q 5
——

——
o1(x) = pub  02(x) = pub



Resource separation

dom(c) = dom(o;) udom(o,)

o1(c) =pri = o(c) = pri,

oge(or] o) = ; c ¢ dom(o,)

o,(c) =pri = o(c) = pri,
c ¢ dom(o)
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(B || By) :  BEHAVIOR

(Bi || B)(0) = U &l &)(o)

t€B;(pub(o))
t| u : BEHAVIOR
t|lu = Xo{e} if t=e=u
U oa>(t]u) if t=at
U ab(t|d) if u=sad
W 7 if t=at', u=auv
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[new x.(x(y) | xx)] o
= [x(y) | %" oler pri
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[new x.(x(y) | xx)] o
= [x(y) | %" oler pri

[x(y)]* 9 pub(c)[c+ pub] ~ {c?d : dchannel }
~ {c

[xx]" < pub()[c ~ pub] Ic}
(cle>c?d>0)(o[cm pri]) = {e}
(c?d>cle>0)(o[cmpri]) = {e}

(0)(ale—pri]) = {e}



Locality

Theorem. |If o€ oy | o, then
- if (a)o =T then (a)o; =T, and
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Locality

Theorem. |If o€ oy | o, then
- if (a)o =T then (a)o; =T, and
- if (0o =0’ then (a)o; =T or  (a)or =0}

with o’ e a} | o2

Communication

Theorem. If ogeo;| o,
(a)oqr = 0%, and
([@)o2 = 0,

then o € 0! || o,



Theorem. [P] = O[F]
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Theorem. [P] = O[F]

Corollary. [-] is fully abstract

NB: glossing over some (minor) qualifications.
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In the paper:

Allocation, 7 steps not observable
Internal, external choice included

Liveness: acceptance trace model & full
abstraction

Simple refinement/separation logic
Additional fractional ownership model



Some related work

[Hoare and O’Hearn, '08]
“Separation logic semantics for communicating
processes”

[Brookes, ’02-07]
Action traces, concurrent separation logic semantics

[Stark, '96], [Fiore, Moggi, Sangiori, '96],
[Hennessy, '02]
Fully abstract models of 7 via functor categories
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Thank you



